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EXECUTIVE SUMMARY

The rise of cyber operations - both below and above the threshold of war - raises significant
questions about the future of Allied security, and of warfare more broadly. As NATO’s new
Strategic Concept states: “Cyberspace is contested at all times.” The cyber challenge facing
Allies today, the Strategic Concept notes, is one wherein — ‘Malign actors seek to degrade
our critical infrastructure, interfere with our government services, extract intelligence, steal
intellectual property and impede our military activities.” Economic disruption and civil society
fracturing could be added to this — as the scope of the challenge is only growing with digital
network dependence, which, in the parlance of cyber experts, means Allies are faced with an
increasingly vast ‘threat surface’.

As a result, defending critical infrastructure, financial markets, and even social stability from
cyberattacks has not only become increasingly difficult, but also increasingly vital. In addition
to government and private sector investment in knowhow and capabilities to protect their
networks, militaries around the world need to revise their doctrines, as they integrate new
types of operations into their capabilities and learn to digitally attack and defend ever
“smarter” materiel, weapons, and command and control structures.

This revised report outlines current technical concepts, threat actors, and key areas of focus
of the debate on cyber conflict. It seeks to guide the transatlantic parliamentary discussion
around these issues at a time where NATO is increasingly focused on cyberspace
challenges; in recent years, the Alliance adopted a Comprehensive Cyber Defence Policy,
and reaffirmed the validity of the Atlantic Treaty’s Article 5 in cyberspace — cyber also
featured prominently on the agenda at the Madrid 2022 Summit and is a strong focus of its
outcomes.

This report first establishes definitional clarity for the logics underpinning cyber effects.
It then explores the growing impact of cyber attacks on warfare, catalysed by emerging
technologies, posing numerous challenges in the operational and legal realms. It then goes
over the cyber doctrines and capabilities of NATO’s two principal cyberspace challengers,
China and Russia. It subsequently provides an overview of NATO’s current and evolving
policies on cyber defence. Finally, it sums up some early insights from the cyber effects seen
in the ongoing Russian-Ukrainian war and the key cyber outcomes of the Madrid Summit.

Due to the nature of technological development, cyberspace is certain to become an even
more contested domain. To this end, NATO Parliamentarians should collaborate to ensure
continued and increased investment in the interoperability of Allied cyber forces.
They should ensure that threats as broad as cyber attacks are well understood and
defended against not only by militaries and governments, but also by the private sector and
civil society through enhanced dialogue and cooperation. As the report concludes, building
resilient transatlantic cyber defences requires finding common ground on legal frameworks
regarding cyberspace; attributing and dealing with cyber incidents as an Alliance; and
working with partners capable of enhancing collective cyber defences or requiring acute
support - like Ukraine.
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I- INTRODUCTION

1. At all levels — from the local to the global — human society is increasingly wired into an
interdependent and growing digital web. This vast scale of interconnectedness has reaped benefits
in terms of prosperity and productivity, but it has also exposed societies to profound risks.
A well-executed cyber operation has an increasing potential to damage and destroy critical
infrastructure, disrupt financial markets, and even undermine political and social stability.

2. Modern militaries are increasingly dependent on digital support systems. Today’s armed
forces’ platforms require sophisticated software and interdependent cyber networks for battlefield
manoeuvre, understanding, and mission execution. As dependence on these cyber systems seeps
into every aspect of military organisation, the vulnerabilities of modern military systems to cyber
operations grow. Efforts to exploit the potential weaknesses in these modern systems have given
rise to sophisticated cyber warfare effects across a growing number of nations, as well as the
electronic warfare means to thwart them.

3. Recognising these vulnerabilities, NATO continues to work to hone the cyber capabilities
and, therefore, defences of all Allies and partners. Allies’ 2021 Comprehensive Cyber Defence
Policy works to support NATO’s three core tasks — collective defence, crisis management, and
cooperative security — and broader defence and deterrence posture, as well as enhance resilience.
At the June 2022 Madrid Summit, Allies committed to ‘build and exercise a virtual rapid response
cyber capability’ in response to the growing efforts of malign actors to disrupt and degrade Allies
via cyberattacks. The newly adopted Strategic Concept also notes a commitment to an expedited
digital transformation of the NATO Command Structure in large part to ‘enhance cyber defences,
networks, and infrastructure,” which is seen as an essential to maintaining “effective defence and
deterrence.” Allies’ cooperative cyber security outreach has been on display during Russia’s
unprovoked invasion of Ukraine — Ukraine’s cyber defences have performed beyond most experts’
expectations, thwarting major cyber operations against critical government, military, and civilian
infrastructure, and mitigating the impact of those attacks that made it through.

4.  This revised report can serve as an overview of the topic with recommendations for
Parliamentarians as they weigh the growing complexity of the cyber challenge to both their own
nations’ interests, as well as those of the broader Alliance and its extensive partner network. It
works to highlight the ability of modern cyber operations to deceive, degrade, deny, disrupt,
destroy the increasingly vital and interconnected cyber assets upon which our societies depend. As
it makes clear, in a domain in which the offence has the advantage, Allies must redouble their
focus on endowing themselves with the capabilities to deter, defend against, and counter cyber
threats.

ll- CYBER CONFLICT: DEFINITIONAL CLARITY AND THREAT ACTORS

5.  Concepts pertaining to “cyberspace”, e.g., security or conflicts in cyberspace, are relatively
novel and are often misused or poorly understood in policy discourse (Veale & Brown, 2021). One
key challenge is they describe a complex and constantly fluctuating environment. Another is that
divisive geopolitics preclude common understandings of what constitutes cybersecurity and cyber
norms of behaviour. (ICC, 2021) Still, the following serve as accurate and parsimonious definitions
for the purposes of this report.

6. Cyberspace is “a global domain within the information environment consisting of the
interdependent networks of information technology infrastructures and resident data, including the



Internet, telecommunications networks, computer systems, and embedded processors and
controllers.” (US DOD, 2018) A cyber attack will aim to deceive, degrade, deny, disrupt, destroy
assets (both virtual and physical), while cybersecurity is “the art of protecting networks, devices,
and data from unauthorised access or criminal use and the practice of ensuring confidentiality,
integrity, and availability of information.” (CISA, 2019)

7. The identity, motives, means, and level of sophistication of cyber threat actors vary
significantly, and their potential targets cover a broad range; from government and military to the
private sector, as well as civilian actors and critical infrastructures — essentially, anything that can
run code or be connected to a network. A simplified representation (see annex 1) characterises
common threat actor types and their motivations — Still, these can vary, intertwine, or even be used
as proxies (knowingly or unknowingly) hiding other intentions.

8. The most sophisticated threat actors are commonly referred to as Advanced Persistent
Threat groups (APTs). Only nation-states (military or intelligence) or, rarely, well-organised criminal
groups qualify as APTs, as they require significant organisation and funding. Due to their stealth
capabilities, a major challenge when facing APTs is not only the damage they can cause, but also
correct attribution (CCCS, 2020). With sufficient successful obfuscation, one threat actor can
disguise itself as another in a false-flag attack. A notable example is the Turla/QilRig case, in which
a Russian state-sponsored hacker group (Turla) infiltrated an Iranian hacker group (QilRig).
Unbeknownst to the Iranian group, the Russian hackers launched cyberattacks from the Iranian
infrastructure (UK NCSC, 2019). Individual cybercriminals, hacktivists or thrill seekers usually pose
less of a challenge. Their sheer numbers and the intentional or unintentional effects of their cyber
activities, however, can also pose significant national security threats (CCCS, 2020).

9. The tools and methods each attacker may employ vary immensely, and attacks can target
specific assets or spread widely and indiscriminately.! Threat actors can choose to exploit
technical vulnerabilities, install malware? or target and exploit individuals3. The range of available
entry points for an attack is referred to as the cyber threat surface. With the increasing digitisation
of society, this surface is growing exponentially. A proliferation of computers, sensors, industrial
control systems, the rise of the Internet of Things (i.e., connected devices, like refrigerators,
watches, or GPS navigators) and the varying degrees of human involvement across the potential
entry points contribute to complexifying cyber defence (CCCS, 2020).

lll- THE GROWING IMPACT OF CYBER OPERATIONS ON WARFARE

A. CYBER CONFLICT AS A REVOLUTION IN MILITARY AFFAIRS

10. The importance of cyberspace in military affairs has been increasing steadily since the end of
the 20" century. The role of networked components in weaponry and C4ISR (command, control,
communications, computers, intelligence, surveillance, and reconnaissance) has been essential to

L The following source contains a cyber threat toolbox with useful definitions of the most common and
relevant cyber operation methods: “Canadian Centre for Cyber Security. ‘An Introduction to the Cyber
Threat Environment’. Canadian Centre for Cyber Security, 2020.
https://cyber.gc.ca/en/quidance/introduction-cyber-threat-environment.”

2 Short for ‘malicious software’, malware is file or code delivered over a network to infect, steal, or
conduct any other behaviour directed by the attacker.
3 This is an approach called social engineering, which can happen, for example via phishing.
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this development. Advances in sensors, radars, radio communications and precision-guided
munitions during the Cold War allowed for significant system-led advances in battlefield information
management via increased ISR capabilities, which in turn allowed for the more effective use of
precision firepower and manoeuvre — termed net-centric warfare, the information systems’
networked advantages, however, also present exploitable (hackable) fault lines (Stiennon, 2015).
Network-centric warfare thus gave birth to electronic warfare — a struggle between attempts to jam
and spoof materiel and attempts to counter those effects. The United States’ performance during
the Gulf War was a clear demonstration of the strategic shift presented by net-centric warfare. In
turn, both Russia and China understood the existential nature of the failure to adapt their militaries
to this revolution in military affairs.

11. The turn of the century marked the beginning of early covert cyber operations — mostly
focusing on espionage — such as a 1998 Russian exfiltration of data from the Pentagon, dubbed
“Moonlight Maze” (Guerrero-Saade et al., 2017). At the same time, global connectivity increased at
a breakneck pace: Spoofing, hacking and exfiltrating data was no longer just between militaries,
but across every sector of society. Network vulnerability now threatened all sectors of society.

12. NATO had a first major reckoning with this new reality in 2007, when a politically motivated
cyber operation targeted Estonia amidst a disagreement with Russia. A flurry of Denial-of-Service
attacks took down Estonian governmental websites, including the parliament and various
ministries, and expanded out to banks and newspapers (Connell & Vogler, 2017).4 Even though
the Russian government denied involvement, it used inflammatory rhetoric and refused to
cooperate with Estonia regarding these attacks (Aday et al., 2019) Similar disruptive events were
seen during the 2008 Russo-Georgia War, potentially marking the first time cyber means were
used in combination with conventional military force. The Georgian government accused Russia
directly, whereas the Russian government alluded to the possibility that Russian individuals might
have started attacks on their own (Connell & Vogler, 2017). Finally, the 2010 Stuxnet attack on Iran
also constituted a landmark event, as it was the first cyber attack to result in the physical
destruction of an asset — approximately a fifth of the Natanz nuclear facility’s centrifuges (Sanger,
2012).

13. These events explain the subsequent proliferation of military structures specifically dedicated
to cyber operations — both in offence and defence — around the world. The attack on Estonia
prompted Allies to conduct a thorough review of their cyber vulnerabilities and defences. A key
outcome was the Alliance’s first cyber defence policy in January 2008, and the inauguration of the
NATO-accredited Cooperative Cyber Defence Centre of Excellence (CCDCOE) four months later
(NATO, 2022).5 The United States Cyber Command was launched in 2010. All Allies have since
established some form of independent cyber command or branch within their armed services. An
Italian cyber command, modelled on US Cyber Command, was outlined in ltaly’s 2015 White
Paper and established in September 2017.

4 Russia was apparently piqued by the Estonian Government’s decision to move a bronze statue of a
Soviet soldier in memory of the USSR’s efforts in WWII.
5 The CCDCOE also guided the initiative that would become the Tallinn Manual in the International

Law Applicable to Cyber Warfare in the wake of the attack. As well, the report has had a significant
impact in the still developing field of the application of international law to the cyber realm. The manual
attempts to be a norm entrepreneur for cyberspace and cyber warfare via the application of existing
international law frameworks into the cyber domain. A key proposition of the manual is that states do
not have sovereignty over the Internet, but rather only over components of the Internet in their
territory.



B. INCREASING POTENTIAL OF CYBER ATTACKS

14. As the Stuxnet attack demonstrated, sophisticated cyber attacks have the potential not just to
disrupt networks and cripple systems, but also to destroy physical assets. The increasing potential
of cyber attacks, experts warn, can potentially disrupt all forms of modern weapons systems,
potentially even compromising nuclear forces (MacAskill, 2018). Cyber threat can amplify nuclear
risks in two major ways: either by undermining the security of nuclear materials or nuclear facility
operations, or by compromising command and control systems (NTI, 2022).

15. Because of their reliance on inherently dual-use assets (networks and data), cyber
operations play a major part in the rise of hybrid threats. By default, their execution blurs the line
between civilian and military infrastructure, making it hard to prevent the muddying of the
boundaries of conflict. The merging and intertwining of state and non-state actors carrying out
cyber attacks as proxies is yet another facet of this phenomenon (van der Waag-Cowling, 2021).
Near-peer competitors such as Russia and China increasingly rely on such cyber “mercenaries” to
maintain deniability for their operations (Egloff, 2022).

16. All those factors point toward the potential of cyber attacks to change contemporary warfare
in quite significant ways, as they already are doing today. The role of military cyber operations in
peacetime is recent and thus in still flux (Bigelow, 2019). And major changes induced by cyber
operations regarding high-intensity warfare might not even be yet fathomable, as we currently
“operate in a fog of peace” (Stacey, 2020).

C. A STEALTHY AND DISRUPTIVE TOOLKIT: THE CYBER OFFENCE

17. Cyber “weapons” are not weaponry in a traditional sense and are thus difficult to define - To
date, no commonly agreed upon legal definition exists. Alone, they contain no destructive power,
as they always need some form of network or system to latch onto, and they are, at least for now,
not particularly deadly (Stevens, 2017).

18. Cyber "weapons" are incredibly varied. They range from “generic but low-potential tools to
specific but high-potential weaponry”, as they are “computer code that is used, or designed to be
used, with the aim of threatening or causing physical, functional, or mental harm to structures,
systems, or living beings” — thus any usage of code that is both intentional and harmful.® (Rid &
McBurney, 2012)

19. If not for its deadliness, what then makes a cyber offensive capability so compelling for
military operations? The answer lies in its unique qualities that are unlike most military toolsets.
First, cyber attacks excel at incapacitating an enemy (Buchanan et al., 2017). Operation Orchard,
for instance, a 2007 Israeli airstrike on Syria managed to bypass the country’s rather developed air
defence system by infiltrating it and removing the radar signature of the incoming F-15 bombers
and their escort, thus deceiving duty guards (Florant, 2021; Buchanan et al., 2017). Second, if
correctly engineered, they minimise collateral damage, as they can be precisely targeted
(Buchanan et al.,, 2017; Acton, 2017). The Stuxnet case is a hallmark example here, as the
payload was engineered to affect the Iranian nuclear centrifuges by changing very specific
parameters in the exact industrial control system model the Iranians were using. Even though the
Stuxnet worm ended up spreading beyond Iran, its inner workings were uniquely tailored to the
Natanz plant and did not affect other systems (Kushner, 2013). This is not a given however — some

6 The chart in Annex 2 breaks down the different components of cyber weaponry.



attacks rely on spreading the payload as widely as possible, like ransomware attacks. Others could
be too badly engineered to remain contained. Third, cyber attacks can potentially be reversed,
which gives them increased flexibility compared to traditional weapons (Buchanan et al., 2017).
Ransomware, for instance, enables the attacker to mount pressure on an opponent, while
safeguarding the data should it need to be released. Fourth, cyber attacks are cheaper than
conventional warfare, making them a useful weapon for smaller countries or non-state actors
(Swinhoe, 2020).

20. Yet, mounting a cyber offensive also comes with significant drawbacks and challenges.
At the tactical level, cyber operations, especially against sophisticated threats like state-actors,
require tremendous preparation — Infiltrating the adversary’s network, finding out which systems
the networked assets run on, adapting malware to the target, or even researching yet
undiscovered vulnerabilities to compromise software (so-called zero-day exploits) can take weeks,
months, if not years (Acton, 2017). As such, cyber operations are not purely technical, but also
involve significant initial ISR efforts (Boeke & Broeders, 2018). Second, cyber weapons are
perishable goods. It is impossible to know when vulnerabilities needed to perform an attack might
get patched or when an adversary might change their digital infrastructure. Thus, cyber operations
require continuous efforts, as they compare to aiming at a moving target (Acton, 2017).

21. At the strategic level, cyber operations pose the added challenges of creating new and
“‘unnecessary vulnerabilities” (Slayton, 2017). For example, the possible interpenetration of the
United States’ and Russia’s energy grids by their respective cyber actors could open an entirely
new threat surface regarding energy security (Sanger & Perlroth, 2019; Greenberg, 2021).

22. The cyber offence, whether it is used on its own (“independent, kinetic cyber effect”, such as
Stuxnet), as an “enabling effect” (such as the aforementioned Operation Orchard), as a “tactical-
level integrated cyber effect” (for instance a fighter jet jamming an opponent’s radar) or as a
“persistent annoyance” (such as the Allied Coalition’s persistent disruption of ISIS communication
systems) signals a move away from “attrition-centric’ warfare, becoming less kinetic in favour of
more “dislocation and disruption” (Jacobsen, 2021; van der Waag-Cowling, 2021).

23. Emerging and disruptive technologies will further accelerate this evolution. Cyber weaponry
will benefit from new technologies such as Artificial Intelligence earlier than physical platforms, as
their digital nature makes implementation easier, cheaper and less prone to institutional resistance
(as it would not replace a fighter pilot's role like an unmanned aerial vehicle would do for instance)
(1SS, 2021). Malware is already being trained with Al to evade defences and even shapeshift while
deployed, adapting its code to the systems it infects “autonomously and at machine speed”,
through so-called polymorphic attacks (lISS, 2021). These evolutions are nearing effective
deployment speedily: “In 2018, IBM revealed a proof- of-concept tool called ‘Deep Locker’, which it
described as an ‘Al-powered evasive malware’ that hides itself in other applications until it is
‘unlocked’ based on several triggers that could include facial recognition, geolocation, and voice
recognition. Because of its use of a ‘deep neural network Al model', the ‘trigger condition’
unlocking the attack is ‘almost impossible to reverse engineer” (1ISS, 2021). With commercial
availability of such technologies, the entry barrier to such advanced capabilities will also gradually
be lowered, making ample room for more instability (DeSombre, 2021).

D. PLUGGING VULNERABILITIES: THE CYBER DEFENCE

24. As Joseph Nye noted in 2010: “Because the internet was designed for ease of use rather
than security, the offense currently has the advantage over the defense (Nye, 2010).” This remains
the case today. Compared with conventional forces, the elements needed to mount a cyber attack
are comparatively fewer and less resource-intensive. As with all military operations, the attacker
has the initiative in cyberspace, but cyber defence is made more complicated than in the physical
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realm by the ever-expanding cyber threat surface that requires defending. Further, the increasingly
vital nature of the dependence on complex cyber systems for military and economic activities —
plus a suite of other social activities and communications — creates a growing number of costly
vulnerabilities (Nye, 2010). Contrariwise, cyber code remains short and relatively simple and needs
to find just one node of vulnerability to penetrate and move around inside a system (Friedman and
Singer, 2013).

25. This does not mean, however, that defence is powerless. Defenders can set up complicated
‘kill chains’ to block an attack at various stages, from reconnaissance to penetration to extraction
(Arquilla, 2021). Like other forms of defence in the conventional domains, cyber defence can be
divided into two essential categories, active and passive. Active cyber defence efforts act against
specific threats, while passive cyber defences are the efforts to protect cyber assets and systems
from possible threats. For example, data encryption ensures information is essentially inaccessible
to an adversary, if intercepted. Encrypting data, however, does not take the more active step of
trying to prevent its interception. Anti-malware tools, however, detect malicious software and then
block the code from entering the protected system (Arquilla, 2021; Denning and Strawser, 2017).

26. The military domain is particularly networked. Today’s modern weapons platforms all run
complex software programmes to function. The US Navy, for example, is the largest software
provider in the world — developing and implementing increasingly complex ships require
unprecedented amounts of software systems to run almost every function on the ship — from
weapons systems to radar and fire control to the most core functions such as water, fuel, oil, and
power (Eaglen, 2022) For example, the US Navy’s most technologically-advanced ship, the USS
Zumwalt, (DDG 1000) is the world’s only stealth destroyer and runs a system called the Total Ship
Computing Environment, which uses software and blade servers on the ship running over 7 million
lines of code (Osborn, 2017).

27. Further, as indicated above in the discussion of the advent of net-centric and electronic
warfare, the web of networks informing every move and driving decision making surrounding the
evolution of the battlespace from the tactical to the strategic level presents cyber vulnerabilities to
defend — from radar to radio to satellite and everything between. While governments have certainly
allocated increasing resources to bolster their cyber defences and work with their contracted
software providers, the demand for faster, more reliable, real-time intelligence and response to
threats continues to increase and often outpaces the abilities of the dedicated defence institutions
and their dedicated contractors. As such, private sector actors are increasingly bridging the gap —
in essence, becoming the newest partner in the cyber defences of government institutions and
assets.

28. This public-private interface has been an increasingly valuable asset across governments’
defence institutions as they are able to see threats more readily coming across their vast networks
in real time. Private sector actors like Mandiant, Crowdstrike, and Booz Allen Hamilton, for
example, play essential roles in cyber threat intelligence, as well as cyber defence infrastructure.
For example, Mandiant became a prominent player in the threat intelligence arena in 2013, when it
released a report directly implicating the Chinese government in a vast array of cyber espionage.
Mandiant was also responsible for discovering the “SolarWinds” attack. According to several Allies
attribution reports, Russia’s SVR intelligence agency used malware inserted into a network
management software update from the SolarWinds company. This then infected thousands of
Allied government agencies and private businesses, lingering inside of sensitive defence
department systems undetected for months (Sanger, Barnes, Conger, 2022). Paradoxically, the
“SolarWinds” attack also represents the risks inherent in the growth of cyber threat surface and the
outsourcing of network maintenance to sensitive defence-related institutions. Public-private sector
cooperation has also proven essential in the shoring up of Ukrainian cyber defences against
Russian cyber attacks in the current Russia-Ukraine war. This is detailed more in Section VI below.
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E. THE ATTRIBUTION CHALLENGE

29. Attribution of a cyber attack is defined as the “allocation of direct or indirect responsibility for
a malicious cyber operation,” and typically “involves the determination of the origin or authorship of
the cyber operation.” (Kastelic, 2022). Attribution occurs at three distinct levels: technical and
factual, legal, and political (Kastelic, 2022; Bendiek and Schulze, 2021). This obviously happens
after an intelligence level determination of attribution, whose information allows a cyber attack to
be traced within a wider context in which the hostile action is seen, both from a technical point of
view, but also in an interdisciplinary way and from the point of view of the broader strategic
objectives use of a cyber operation may seek to achieve. Though both the legal and political
elements of attribution are often intertwined and run in parallel, both are also dependent upon
factual and technical attribution, which are necessary first steps in any attribution process (Kastelic,
2022).

30. Technical attribution operates by identifying the perpetrators of a cyber attack through expert
analysis of cybercrime traces and various investigative actions by state intelligence agencies,
corporations, or other qualified entities (Kaspersky). Experts agree that the technical aspects of
cyber attack attribution have improved significantly in recent years, including the deployment of
high-tech tools such as machine learning to detect anomalous behaviour on computer networks
(Kuerbis et al., 2022; Brumfield, 2020). Still, technical attribution activities continue to face
significant challenges. The origins of cyber operations can be obfuscated by multiple technological
mechanisms such as the use of botnets, spoofing and false flags, proxy networks and VPNs, and
the “dynamic allocation of IP addresses (Kastelic, 2022). Thus, obtaining unequivocal proof of
attack origin is still a challenge despite advances in technical attribution (Brumfield, 2020).

31. Legal attribution is usually discussed within the context of state responsibility and whether or
not a nexus can be established between an individual and state authority (Kastelic, 2022).
Because no well-developed treaty regime yet exists to regulate cyberspace, the applicable regime
is customary international law, which requires a) proof of state practice and b) a sense of legal
obligation (Eichensehr, 2020; Kastelic, 2022). This results in some degree of ambiguity in legal
attribution for two primary reasons. The first is that establishing the link between an individual and
state authority in the murky realm of cyberspace can be challenging. The second is that state
practice is still underdeveloped (Kastelic, 2022; Egloff, 2020; Eichensehr, 2020). That said, the
flipside to this is that the response of states to cyber. attacks can shape law over the medium and
long term, especially if states claim to be acting out of a sense of legal obligation (Egloff, 2020).
Yet, dangers also exist in misattribution, discussed in the next paragraph.

32. Political attribution can be done in two ways: privately or publicly (Kastelic, 2022; Egloff and
Wenger, 2019). If a state decides to deliberately release information regarding an attack to the
public, “it is unlikely that attribution made by a nation state (or even allied states) will be accepted
as neutral and authoritative by another state, especially if those states are rivals or hostile”
(Kuerbis et al., 2022). This in part stems from lingering challenges to presenting unequivocal
evidence of both technical and legal attribution. Technically, and as mentioned above, cyber
operatives can often camouflage activities. Legally, and as also mentioned above, a nexus
between state authority and an individual must be established to assign state responsibility under
customary international law. This makes the potential for denial and misattribution rampant within
interstate cyber relations, which could lead to dangerous escalatory measures (Kastelic, 2022).

F. THE CHALLENGE OF CYBER WEAPON PROLIFERATION

33. Cyber weapons proliferate by use, something that is not true for traditional weapons. For
example, within months of the Stuxnet attack its code was being exchanged online via various
networks, which allowed malign actors to incorporate them into their own attacks (Singer, 2012).
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There is a growing trove of reporting on nations having their own cyberweapons stolen and then
redistributed via nefarious online networks (Perlroth & Sanger, 2017; Perlroth, 2021). These
malicious codes have subsequently been found in cyber attacks, for example, the North Korean
cyber attacks have been recorded as using either code directly or what was learned from stolen
code (Perlroth & Sanger, 2017). Another challenge is the containment of knowhow cyber experts
accrue while working for state cyber forces. Intelligence officers in more powerful cyber states are
often the targets of espionage operations in an effort to either have a former or active cyber expert
transfer knowhow via extortion or indirectly and unwittingly via new shell employment opportunities
(Perlroth, 2021). These challenges will only grow in the future as more nations develop cyber
weapons, leading to an accelerated cycle of leaks and proliferation.

34. These challenges are, however, driving parallel efforts to limit cyber weapon proliferation.
The Wassenaar agreement is emblematic of these efforts. The Wassenaar Agreement adheres its
signatories to voluntary export controls to control and limit the sales of military software and other
‘intrusion’ software in parallel to existing export controls on conventional weaponry. While these
export controls have been challenged by some recent cases, the Wassenaar agreement is an
import broad based international effort to address the growing challenge of cyber weapons
proliferation.

IV- NATO’S CHALLENGERS: DOCTRINE & CAPABILITIES

A. RussIiA

35. Russian cyber doctrine centres on the idea that cyber warfare is part of a larger, more holistic
concept of “information confrontation” as outlined in multiple important Russian strategic
documents (Hakala and Melnychuk, 2021). Just as cyber war can be directed in any direction, so
too can information confrontation be theoretically directed in any direction, though in the Russian
case, this direction tends to be the West. In the information domain, confrontation is seen by
Russia as a zero-sum geopolitical contest in which adversaries seek superiority in an “information
sphere” via the manipulation of information systems in favour of national interests and preferred
ideas (Russia Encyclopedia; Hakala and Melnychuk, 2021). “Information sphere” in this sense is
conceptually more encompassing than “cyberspace” (11ISS, 2021; Hakala and Melnychuk, 2021).

36. Russian doctrine defines the information sphere as “a combination of information,
informatisation objects, information systems and websites within the information and
telecommunications network of the Internet [...], communications networks, information
technologies, entities involved in generating and processing information, developing and using the
above technologies, and ensuring information security, as well as a set of mechanisms regulating
social relations in the sphere” (Security Council of the Russian Federation, 2016). In this arena,
cyber tactics, such as malware attacks or cyber espionage, operate in a grey zone alongside
disinformation campaigns and other forms of information manipulation (IISS, 2021, Hakala and
Melnychuk, 2021).

37. Russian doctrine supports an understanding that information space dominance is a
prerequisite for victory in modern war (1SS, 2021). This belief is so strong among Russian military
leaders that Chief of the General Staff, Valery V. Gerasimov, has claimed the ratio of non-military
to military measures in today’s security environment to be 4:1 (Tashev, Purcell, and McLaughlin,
2019). Given the Russian military’s focus on its military modernisation programmes, and doctrinal
emphasis on the ability to dominate in a conventional confrontation, such a ratio is likely an
overstatement. Still, it demonstrates the importance the Russian military places on non-military
capabilities (Tashev, Purcell, and McLaughlin, 2019; IISS, 2022).



38. Information warfare tactics have become an essential element of Russia’s recent military
campaigns. This has been demonstrated in the 2007 attack on Estonia, the 2008 Russia-Georgia
War, the range of Russian actions in Ukraine since its 2014 intervention, and redefining narratives
surrounding the war in Syria. In many cases, large-scale disinformation campaigns and cyber
attacks were (and continue to be) deployed alongside conventional military operations (Deibert,
Rohozinski, and Crete-Nishihata 2012; White, 2018; Markoff, 2008; Snegovaya, 2015; ISSP, 2021;
Alami, 2018).7 To varying degrees, these campaigns continue today, as Russia seeks to keep its
adversaries destabilised with perpetual confrontation in the information sphere (Vermes, 2021).
This latter point reflects a more general one in which Russia portrays the information sphere as an
operative space of constant struggle, especially against the West or, what is seen in Russian eyes,
as Western-backed movements near its borders (lISS, 2021). Indeed, Russia portrays itself as
under constant information attack, which it can then use to justify its own hybrid tactics (IISS,
2021).

39. Russia possesses significant offensive cyber capabilities and has a history of engaging in
attacks. Experts believe Russia’s cyber capabilities have been growing in sophistication and
complexity in recent years, relying more on customised malware and third-party intermediaries to
reach targets (Wolff, 2021).8 The 2017 NotPetya attacks in Ukraine, attributed to Russia by several
Allies, which wiped data from the computers of banks, energy firms, and senior government
officials, are a good example of this, as are the recent SolarWinds breaches targeting
US government agencies (Nakashima, 2018; 1ISS, 2021; Wolff, 2021; Jibilian and Canales, 2021).
Many attacks such as these have caused substantial harm, “including massive financial losses,
interruptions to the operation of infrastructure, and disruptions to crucial software supply chains”
(Wolff, 2021).

40. In the past, offensive operations have fallen under the purview of four primary actors: the
Main Directorate of the General Staff (GRU/GU), the Civilian Foreign Intelligence Service (SVR),
the Federal Security Service (FSB), and “patriotic hackers” and cyber criminals. The first two
operate at the explicit instruction of Russian President Vladimir Putin (1ISS, 2021). The GRU/GU is
located within the Russian Ministry of Defence and is the main proponent of Russian cyber
operations (ISSP, 2021). It was the main coordinating institution of the 2016 hack on the US
Democratic National Committee and deployed the NotPetya malware against Ukraine in 2017
(1SS, 2021).

41. Of the four actors mentioned, the GRU brings with it the most brazen culture of aggression
and operates with a high tolerance for risk (Wolff, 2021). The SVR is a civilian foreign intelligence
service with a “growing emphasis on long-term, covert cyber espionage operations” (Wolff, 2021).
This agency is generally held responsible for the aforementioned SolarWinds breach on
US government systems—notable in that the breach went undetected for at least nine months
(Wolff, 2021). Experts say this was in part due to “uncharacteristic restraint” in targeting a small
subset of compromised victims. SVR’s emphasis is on collecting intelligence rather than causing
damage, and in its operations, it seeks to remain undetected (Bowen, 2021). Russia’s so-called
“patriotic hackers” blur the lines between state and non-state actors, as it is unclear at whose
direction they operate. However, it is often noted that their operations seem to have no purpose
other than to advance Russian state interests, so experts suspect they do often cooperate with the

7 This includes the recent use of electronic warfare technologies in Syria, which have disrupted both
unmanned aerial vehicle attacks and cruise missile launches (McDermott, 2021).

8 In the past, Russia has heavily relied on purchasing malware from the black market for its attacks.
Developing customised capabilities allows Russian cyber activities to greater evade existing defences
(Wolff, 2021).



Russian government (lISS, 2021). A benefit of employing such hackers (as well as cyber criminals)
is that they allow the Russian government to maintain plausible deniability while advancing state
interests (Hakala and Melnychuk, 2021). Lastly, Russian cyber criminals perpetrate attacks outside
of Russia’s borders. As with “patriotic hackers,” experts are uncertain how closely cyber criminals
coordinate with the Russian government, but it is known some coordination exists (IISS, 2021).
This outsourcing allows the Russian government to save on additional resource allocation to cyber
operations (Bowen, 2021).

42. Defensive operations have been historically delegated to the FSB, which is tasked with
protecting against attacks on government systems and critical national infrastructure (Bowen,
2021; 1ISS, 2021). Through a range of legal and regulatory changes, this agency now operates a
large domestic surveillance regime in pursuit of this mission (IISS, 2021). In addition to FSB
operations, some defensive operations have recently been delegated to the Ministry of Defence,
such as technical defence of sensitive information and guarding against the export of sensitive
technologies (11ISS, 2021). Development of a "sovereign internet” is also of great important to
Russian defensive cyber doctrine, as it allows further domestic control (1ISS, 2021). Experts say
that all these measures have a clear and explicit purpose: the operations allow the Russian
government to have a “flexible, if complex, national cyber-defence system that might give Russia
an advantage in a cyber conflict with another major power” (IISS, 2021). Thus, this capability
functions as a classic case of deterrence-by-denial.

B. CHINA

43. China’s cyber strategy has been predominantly driven by its perception of the ideological,
economic, and military threat emanating from the United States—both the threat of US promotion
of liberal democratic values and hard US cyber capabilities (IISS, 2021). Its main objective is to
shield domestic audiences from Western influences via the Internet (Ying, 2012). To this end,
China has consistently advocated for almost two decades the concept of “cyber sovereignty,”
whereby a country might control the portion of the Internet being used within its geographical
borders (Segal, 2021; Kolton, 2017). Importantly, as one expert notes, “any successful defense of
a free and open internet will require not only confronting China but also re-engaging international
organizations and broader consensus across liberal democracies about online free speech and
privacy” (Segal, 2021). Thus, it can be safely assumed that China views a free and open Internet
as a direct threat.

44. While early Chinese cyberspace efforts aimed mainly at censorship, China realised during
the last decade that due to the rise in digital espionage, it should bolster its relatively weak
defensive cyber capabilities (IISS, 2021). Thus, protecting networks became an important aim of
the Chinese Communist Party, as did the development of greater overall cyber power (IISS, 2021).
Chinese President Xi Jinping began this process by reconfiguring and personally overseeing
Chinese cyber policy, including China’s first Cyberspace Security Strategy, published in 2016
(Jong-Chen, 2017; lISS, 2021). This strategy set out a range of important core tasks, most having
a heavy emphasis on protecting Chinese sovereignty and improving cyber defence (Jong-Chen,
2017; 1ISS, 2021).

45. In addition to industrial policy for domestic production of core internet technologies, a key
pillar of China’s cyber strategy has been the utilisation of cyber operations beyond its own border
(IISS, 2021). These have included massive espionage operations intended to acquire intellectual
property and personal data, as well as disruptive operations, such as influencing Taiwanese
elections, meant to exist below escalatory thresholds (IISS, 2021).

46. Like the Russians, China views offensive cyber operations as both a necessary component
of modern warfare, as well as a part of a larger attempt to gain “information dominance” in support
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of strategic goals (Cheng, 2013; IISS, 2021). This dominance is primarily achieved through control
of the “production and flow of information” during confrontation (lISS, 2021). Importantly, Chinese
military doctrine encourages pre-emption in the information space, encouraging a first-strike policy
(China Aerospace Studies Institute, 2013). This position has strengthened under President Xi’s
leadership, with more recent People’s Liberation Army (PLA) sources claiming efforts to achieve
dominance in this sphere could lead to the extensive use of Artificial Intelligence in military
operations, intelligence collection and decision making (IISS, 2021).

47. China has developed significant peacetime capabilities, including “influence-and-information”
operations (Kurlantzick, 2018; I1ISS, 2021). Much like Russia’s doctrine of “information
confrontation,” these techniques are meant to exist somewhere below escalatory thresholds. China
also likely possesses offensive cyber tools for use in combat and military operations although it has
not published anything relating to a cyber warfare doctrine (Kurlantzick, 2018; IISS, 2021). Other
PLA documents authoritatively recognise an offensive capability, including reference to
reconnaissance and attack capabilities (Chang, 2014; 1ISS, 2021)

48. Reconnaissance operations monitor and identify weaknesses in the computer networks of
other states during peacetime so that the groundwork for confrontation is more easily laid when a
conflict erupts (IISS, 2021). Chinese views are that network strikes (the way of which is paved
through earlier reconnaissance) could follow very soon after the outbreak of conflict, targeting both
civilian and military infrastructure (McReynolds 2015). Additionally, China is currently considering
more advanced capabilities such as “integrated network electronic warfare,” which would allow
China to deploy “malicious algorithms into an adversary network even if a wire connection does not
exist” (1SS, 2021).

49. Though Chinese offensive cyber war capabilities remain untested, the PLA and Chinese
intelligence agencies have penetrated US government and commercial networks, using malware to
steal sensitive information and intellectual property (Segal and Laskai, 2018; IISS, 2021; CSIS). It
is assumed that during a conflict, the PLA’s offensive capabilities could be used in similar ways to
bring down or damage the critical systems of its adversaries (lISS, 2021).

50. Like Russia, Chinese cyber defence has mostly been pursued through strict internal
regulation and massive domestic surveillance (Austin, 2018; [ISS, 2021). Despite a heavy
emphasis on defence since 2014, recent evidence suggests that Chinese networks are still
regularly penetrated by external attacks. For example, the China Internet Network Information
Center has noted that despite advances in some areas of cyber defence, the country’s overall
defence has actually worsened (1ISS, 2021; Austin, 2018). China appears to still be in early phases
of correcting for these vulnerabilities (11ISS, 2021; Sacks and O’Brien, 2016).

51. Lastly, most of the PLA’s capabilities are located within the Strategic Support Force (SSF)
(1SS, 2021). The SSF consists of two primary pillars. These are the Space Systems Department
(responsible for all space operations) and the Network System Department (responsible for
strategic information operations) (11ISS, 2021). The SSF is a recent conglomeration of the military’s
various cyber units and reports directly to China’s top military decision-making body, the Central
Military Commission (lISS, 2021). This more unified force is seen by experts as both able to launch
complex actions involving all elements of cyberspace and to coordinate cyber, electronic, and
space warfare units in a fast-moving military confrontation (IISS, 2021)
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C. OTHER CHALLENGERS: THE ASYMMETRICAL POWER OF SMALL STATES
IN CYBER SPACE

52. Other smaller state actors, such as Iran and North Korea, pose both direct and indirect threat
to NATO member states’ interests due to their cyber capabilities. For example, in 2017, North
Korean operatives launched the WannaCry ransomware attack which, when finally brought under
control, had managed to rip through 150 countries wreaking chaos in its wake, paralysing a vast
array of networks, among them the United Kingdom’s National Health Service. More recently,
Albania was hit with a powerful cyber attack on 15 July 2022 that Prime Minister Edi Rama said,
“threatened to paralyse public services, erase digital systems and hack into state records, steal
government intranet electronic communications, and stir chaos and insecurity in the country”
(Reuters, 2022). The United States and other Allies, after weeks of investigation, determined the
Government of Iran to be responsible for the attack (White House, 2022; NATO, 2002(c)). As a
result of the attack, the Albanian government severed all diplomatic ties with the Islamic Republic
of Iran on 7 September, which cyber experts note is the strongest public response to date taken by
a state to a cyber attack (Reuters, 2022). The United States and its NATO Allies rushed advanced
cyber teams to assist Albania with the recovery and investigation of the incident. In a North Atlantic
Council Statement, Allies note they will “continue raising [their] guard against such malicious cyber
activities in the future, and support each other to deter, defend against and counter the full
spectrum of cyber threats, including by considering possible collective responses” (NATO(d),
2022).

53. In addition to these states, there is also the growing potential challenge of non-state armed
groups and criminal hacker groups. These groups could pose a direct challenge with a cyber
terrorist operation; as their capabilities grow, they also pose a threat as they could be used as
proxies by both Russia and China in their broader competition with Allies. A recent attack on
Montenegro in August represents such a possibility. Hackers struck websites and databases
across the country with the ‘Cuba’ ransomware and virus ‘Zero Date’. Initial assessments believe a
criminal group, potentially with Russian backing, is responsible for the attack (Savic, 2022). Again,
NATO Allies and their EU partners have been working to assist Montenegro with recovery and the
investigation.

54. As is clear from the above, the cyber domain presents potentially asymmetrical power
possibilities to smaller states and non-state actors. Some experts have even noted that despite
states’ ability to aggregate more resources and hone more sophisticated methods, the smaller
threat surface of a smaller state or group can outsize their potential cyber power. Further, small
states may seek to support criminal hacker groups as proxy cyber forces to achieve their ends,
while holding on to plausible deniability of association with the group in the face of the direct
consequences of the attack. As such, a smaller state may feel emboldened to try something in the
cyber domain which it would otherwise not be able to accomplish via conventional military means —
as a result, more powerful states can find themselves in a cyber struggle with a state they would
likely disregard as a conventional military threat (Faesen et al, 2022). While the groups might be
able to steal intellectual property or ransom data for financial gain, seeking state support for their
activities can potentially allow them access to more sophisticated cyber tools (Merrigan, 2019). An
example of this is the hacking group APT 17, which experts note conducts a range of economic,
political, and military espionage activities for China (Merrigan, 2019).
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V- ALLIED ADAPTION TO AN AGE OF CYBER CONFLICT

55. NATO'’s reckoning of the emergence of cyber attacks as a relevant topic for Allied security
happened in several steps. From 2002 to 2016, NATO gradually built-up awareness for this
challenge (Smeets, 2019). At the 2002 Prague Summit, Allies mentioned cyber attacks for the first
time in their summit communiqué (Brent, 2019). Six years later, a first ‘Policy on Cyber Defence’
was adopted at the 2008 Bucharest Summit (Brent, 2019). Following the cyber attacks on Estonia
in 2007, steps were thus taken at the summit to share best practices and support Allies in the case
of emergencies relating to cyberspace. In 2012, Allies announced the operationalisation of its
cyber rapid reaction teams, which Allies made available 24 hours a day to assist Allies with
network security, capability development, as well as recovery in the event of a larger-scale cyber
attack. The 2014 Wales Summit sparked the first debate around the role of cyber in relation to
Article 5 of the North Atlantic Treaty and, as a result, whether to make it a core part of collective
defence. Since then, NATO has acknowledged that a cyber attack could in fact lead to the
invocation of Article 5.

56. Starting in 2016, NATO transitioned from a gradual reckoning of the cyber threat to a gradual
operationalisation of cyber operations at NATO (Smeets, 2019). At the 2016 Warsaw Summit,
Allies recognised cyberspace as a stand-alone domain of operations and issued a first Cyber
Defence Pledge (Brent, 2019). The pledge recognised the need to “develop the fullest range of
capabilities to defend [their] national infrastructures and networks” - particularly considering the
Treaty’s Article 3, relating to resilience (Smeets, 2019).

57. Two years later, at the 2018 Brussels Summit, NATO reaffirmed its commitment to the
Pledge and announced the establishment of a Cyber Operations Centre (CyOC) (Smeets, 2019).
The CyOC, located in Mons, Belgium, will be fully operational by 2023 (NATO, 2021). Its role is to
provide a centralised space for situational awareness, coordination and planning of operations and
mission (Brent, 2019). However, this does not mean NATO has changed its posture related to
cyber - NATO personnel will not execute offensive cyber operations under the NATO flag (Lewis,
2019). Its approach to cyber remains purely defensive, with the sole caveat of allowing, if deemed
necessary, the integration of “sovereign cyberspace effects from allies who are capable and willing
to provide them” (Lewis, 2019). Several Allies have publicly stated they were prepared to do so,
such as the United States, the United Kingdom, the Netherlands, Estonia, and Denmark (Lewis,
2019). This practice is in line with Allied contributions to NATO’s activities in other domains - such
as providing ships, tanks, or planes to the Alliance (Brent, 2019).

58. Following these developments, a NATO guide detailing tools to strengthen Allied ability to
respond to cyber threats was published in February 2019 (NATO, 2022). The 2021 Brussels
Summit saw the publication of a new ‘Comprehensive Cyber Defence Policy’, which “supports
NATO’s three core tasks of collective defence, crisis management and cooperative security, as
well as its overall deterrence and defence posture” (NATO, 2022). The 2021 Summit also featured
the increasing role of cyberspace for the Alliance prominently in its communiqué.

59. Several cyber-centric exercises allow NATO to deepen interoperability and test its concepts
for cyberspace. Cyber Coalition, organised by Allied Command Transformation (ACT) is NATO’s
flagship cyber defence exercise, aiming to facilitate the combination of cyber effects provided by
Allied nations (Brent, 2019). Other NATO exercises also include a distinct and growing cyber
defence component, such as NATO HQ’s Crisis Management Exercise (CMX) and Trident
Juncture (Brent, 2019). The NATO-accredited Cooperative Cyber Defence Centre of Excellence in
Tallinn, Estonia, provides further ground for crucial education and training around cyberspace,
notably through the organisation of the yearly Locked Shields and Crossed Swords exercises
(Brent, 2019). To this end, Estonia also hosts a NATO Cyber Range (NATO, 2022).
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60. NATO'’s Locked Shields 2022 ran from 19-22 April. The annual exercise took on increased
significance this year, as Allies’ cyber defences moved to high alert with Russia’s invasion of
Ukraine. As a pointed reminder of the exercise’s significance Finland’s government websites were
attacked on 8 April in the heat of the country’s political debate about joining NATO (Laikola, 2022).
Locked Shields is the world’s biggest and most complex real-time cyber defence exercise, the
2022 edition gathered more than 2,000 participants from over 33 nations (NATO, 2022(c)). This
year’s exercise placed teams in the role of a Cyber Rapid Reaction Team deployed to assist a
fictional country with a large-scale cyber attack — from attribution to recovery. NATO Partner
(currently in the process of acceding to the NATO Alliance) won the exercise, a joint Lithuanian-
Polish team placed second, while Estonia came in third (NATO, 2022 (c)).

61. An array of other NATO policies, bodies, and agencies further support the Alliance’s
development and usage of cyber capabilities. The NATO Computer Incident Response Capability
(NCIRC), affiliated with SHAPE in Mons, Belgium, acts as NATO’s own emergency response team
to mitigate direct threats to NATO information systems (NATO, 2022). Through the NATO Smart
Defence Initiatives, Allies have established a Malware Information Sharing Platform (MISP) and a
Smart Defence Multinational Cyber Defence Capability Development (MN CD2) (NATO, 2022).
The NATO Communications and Information (NCI) Academy in Oeiras, Portugal, the NATO School
in Oberammergau, Germany and on a more strategic level, the NATO Defense College in Rome
foster technical and political understanding of cyber conflict issues for Allies and partners (NATO,
2022).

62. The cooperation with the European Union regarding cyberspace is also seen as a priority by
the Alliance. NATO and the European Union are natural partners for cyber cooperation as they
face common challenges but have different strengths to combat cyber challenges — together, they
can amplify the effectiveness of their response. As a regulatory body, EU directed initiatives can
align member states’ priorities to advance the security of their national critical networks — some key
developments in recent years do just that, for example: the Directive on Security of Network and
Information Systems, which established the first set of EU-wide cybersecurity regulations; the
Cyber Diplomacy Toolbox, seeking to offer member states a range of ‘tools’ to counter cyber
threats; and, the EU Security Union Strategy and Screening of (Digital) investment; or, two key
initiatives that resulted from the EU’s Permanent Structured Cooperation (PESCO), the Cyber
Threats and Incident Response Information Sharing Platform and the Cyber Rapid Response
Teams (CRRTSs); (Zandee, et. al., 2021; Bendiek, et. al., 2021).

63. In parallel, and following the 2016 Joint Declaration on NATO-EU Cooperation and a
technical agreement between both parties, the breadth and depth of collaboration on “information
exchange, training, research, and exercises” has deepened significantly. Cyber was listed as one
of 74 areas of cooperation in the 2016 Joint Declaration, two years later, at the 2018 Brussels
Summit, NATO Allies committed to raising the profile of cyber cooperation to make it a mutual
policy priority. This has resulted in more joint exercising to build joint EU-NATO capacity to prevent
cyber attacks against their member states, but also to be able to coordinate more effective
reaction, recovery, and response when they do. As Deputy Assistant Secretary General for
Emerging Security Challenges James Appathurai, noted at the June 2022 Microsoft European
Cyber Agora, cooperation between NATO’s and the EU’s Cyber Incident Response Centers have
been excellent for understanding the evolution and nature of cyber threats from which both
organisations have benefitted significantly.

64. NATO also aims to foster partner cyber capabilities. Especially regarding Ukraine, NATO'’s
support regarding cyber defence has been substantive — be it through the delivery of education
and capacity building, the establishment of a NATO Trust Fund on Cyber Defence for Ukraine in
2014, the recent recommitment to increasing Ukraine’s cyber defences amidst the ongoing war
with Russia (NATO (b), 2022), or through Ukraine’s recent accession to the CCDCOE (CCDCOE,
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2022). In addition, NATO and the EU have established an informal, but very effective, platform to
coordinate their cyber assistance to Ukraine. As the section above on the cyber elements of the
Russia-Ukraine war makes clear, this has been critical to the defence of Ukraine, as defenders
have thwarted attacks to allow for air defence systems to be maintained and basic services to
continue at the time of the writing of this report.

VI- CYBER HIGH ON THE AGENDA OF THE MADRID SUMMIT

65. In the run-up to the June 2022 Summit of Heads of State and Government in Madrid, Spain,
senior cyber coordinators from all NATO Allies met in Brussels on 18 May to review progress in
collective efforts to bolster cyber defences, increase resilience, and deepen cooperation to share
intelligence on evolving cyber threats, and coordinate response in the event of cyber attacks. This
was the first such meeting and it helped shape Allies’ cyber agenda for the summit. As a result,
cyber-related issues were high on the summit agenda. The increased focus on cyber effects and
network security is an implicit recognition of the interconnected nature of cyber and the significant
potential for cyber effects to disrupt, deny, degrade, or destroy vital networks and systems upon
which Allies’ increasingly integrated defence and deterrence posture relies.

66. Allies set a new ‘baseline’ for their defence and deterrence posture in Madrid. To achieve
this, Allies will build out a ‘newly enhanced posture’ in line with its already existing ‘360-degree
approach, across the land, air, maritime, cyber, and space domains’ (NATO, 2022(e)). NATO will
build and support this higher baseline for defence and deterrence via the strengthening of Allies’
approach to its three existing core tasks — deterrence and defence, crisis prevention and
management, and cooperative security. The principal core task, Allies make clear in the Strategic
Concept, is deterrence and defence. The other two tasks, in a way, fold on top of deterrence and
defence, adding to its robustness and, woven throughout all three, Allies note in the Strategic
Concept, is each Ally’s individual and Allied collective commitment to improving their resilience.

67. Due to its inter-domain and tasking nature, it is no surprise that cyber defence capabilities
and network resilience are considered vital to all three tasks as well as resilience initiatives. It is
important to note, however, that cyber does feature as an important core element of the Alliance’s
broader deterrence and defence posture: “NATO’s deterrence and defence posture is based upon
an appropriate mix of nuclear, conventional and missile defence capabilities, complimented by
space and cyber capabilities” (NATO, 2022(f)). Allies underscore the significant challenge they
face in the cyber domain when they note in the description of the strategic environment they face
today that “cyberspace is contested at all times” (NATO, 2022(f).

68. In line with cyber’s crucial role in deterrence and defence, Allies pledge to ‘expedite [their]
digital transformation’, requiring a focused adaptation of ‘the NATO Command Structure for the
information age and enhance our cyber defences, networks and infrastructure’ (NATO, 2022(f)).
New investments in innovative technologies will undergird the transition. More broadly, Allies
understand the ‘secure use and unfettered access to space and cyber are key to effective
deterrence and defence’ (NATO, 2022(f)). To guarantee this, Allies have decided, on a voluntary
basis and using national assets, to build and exercise a virtual rapid response cyber capability to
counter significant malicious cyber activities’ (NATO, 2022(e)).

69. As Allies also make clear, cyber-related threats are a growing imperative with potentially
far-reaching impact and response. They reaffirm in the Strategic Concept that: ‘A single or
cumulative set of malicious cyber activities...could reach the level of armed attack and could lead
the North Atlantic Council to invoke Article 5 of the North Atlantic Treaty’ (NATO, 2022(f)). In
response to the challenges of state conduct in cyberspace highlighted above, Allies also note in
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the Strategic Concept that they ‘recognise the applicability of international law and will promote
responsible behaviour in cyberspace’ (NATO, 2022(f)).

VII- CYBER ELEMENTS IN THE RUSSIA-UKRAINE WAR

70. The role of cyber, particularly the use of Russian cyber effects, during Russia’s unprovoked
invasion of Ukraine has been a keen focus of security analysts throughout the conflict. While some
have been focusing on the ‘cyber war that wasn’t’, others have noted the expected enabling role
cyber operations have been playing in the broader military campaign, but some do fear Russia will
deploy more destructive cyber operations as the conflict continues (Manjoo, 2022; Valeriano and
Lonergan; 2022; Rid, 2022).

71. As noted above, while there certainly have not been, as some predicted, the spectacularly
destructive surprises of a well-implemented cyber operation turning out the lights and causing
communication systems chaos and more across Ukraine (Healey, 2022), Russian cyber operations
have been a key element of the broader campaign. They were in fact part of the opening salvos of
the conventional force invasion, on 23 and 24 February, as two malware ‘wiper’ attacks hit their
targets, including a Ukrainian government network (Rid, 2022). It is hard to determine the tactical
impact of the attacks, however, as the attacks were overshadowed by the growing destructiveness
of Russia’s conventional forces in Ukraine (Rid, 2022). In parallel to the ground invasion on 24
February, there was also a cyber attack on the ground infrastructure of the KA-SAT satellite,
owned by the US company ViaSat, affecting ‘high-value’ communications of the Ukrainian military,
police, and intelligence agencies (Burgess, 2022; Kavanagh, 2022). The impact of the satellite
hack has also reverberated across Europe, from affecting wind turbine function in Germany to
disrupting internet connectivity in France, Greece, Poland, Italy, and Hungary (Kavanagh, 2022).

72. Still, the reasons behind the relative dearth of larger-scale, destructive cyber attacks remain
unclear. Some experts believe that once the conventional strikes began, the hard power
destruction trumped the need for cyber operations that could turn out the lights in Ukraine
(Halpern, 2022). One expert posits that, due to the secrecy surrounding the invasion, there was a
lack of sufficient coordination between the Russian military and intelligence services and the
related cyber and electronic warfare units (Moore, 2022). Other explanations note Russia’s fear
their attacks would impact their own forces’ command and control abilities inside of Ukraine; or
even that Russia lacked capabilities, or that those they did deploy failed to deliver (Kavanagh,
2022; Moore, 2022, Halpern, 2022). A common explanation, however, is the effectiveness of
Ukrainian cyber defences played a major role in limiting the impact of Russian cyber operations in
their broader military campaign.

73. Despite these successes, however, experts warn that the conflict is ongoing and cyber
threats remain high and have the potential to have an impact on Allied interests and populations far
more than they have already. As one expert notes, “As the pain of economic sanctions takes effect
in Russia and tensions continue to rise dangerously, it is likely that we will see more activity
targeting Ukraine, NATO, and EU countries” (Kavanagh, 2022). In addition, if Russia decides to
increase cyber attacks on Ukraine as a means of further undermining Ukrainian morale as the
conflict drags on, the nature of the networked world means that the chances for spill over also
increase (Martin, 2022). Still, the nature of Russia’s use of cyber effects in its campaign thus far
relies on a strategy that, as a recent Microsoft analysis noted, “relies on in part on a cyber strategy
that includes at least three distinct and sometimes coordinated efforts — destructive cyber attacks
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within Ukraine, network penetration and espionage outside Ukraine, and cyber operations targeting
people around the world” (Smith, 2022).

THE ESSENTIAL ROLE OF ALLIED AND PARTNER SUPPORT

74. Ukrainian cyber resilience in the face of Russia’s cyber attacks is the result of key attention
paid to the sector by the Ukrainian government after years of growing cyber bullying by Russia, as
well as the critical external support from US Cyber Command, NATO Allies, the EU, as well as an
array of private sector companies from across the US, Europe, and beyond (Valeriano and
Lonergan, 2022; Halpern, 2022). This external assistance began in earnest after Russia’'s 2014
illegal annexation of Crimea and funnelling of financial and military support to the armed separatist
formations it backs in eastern Ukraine. (NATO, 2022; Valeriano and Lonergan, 2022).

75. Since 2014, Ukraine has become the recipient of extensive partnership aid and cooperation
with NATO Allies and their partners. NATO-Ukraine partnership has been perhaps the most
extensive across all security sectors; the country’s cyber capabilities and knowhow have been a
key pillar of this cooperation. Several Trust Fund projects were launched in response to the 2014
Russia-Ukraine conflict; two focused on key areas essential to the development path toward strong
cyber resilience and defences across all sectors of Ukraine, particularly within the armed forces —
the C4 Trust Fund and the Cyber Defence Trust Fund. The C4 Fund worked along four key lines of
effort to modernise C4 structures and capabilities to improve Ukraine’s ability to defend itself and to
increase interoperability with NATO Allies; they are regional airspace security, secure tactical
communications, knowledge sharing, and situational awareness. The Cyber Defence Trust Fund
focused on advanced technical abilities for cyber defence, including the establishment of an
incident management centre and laboratories for monitoring cyber security incidents (NATO,
2022). The Cyber Trust Fund completed its tasks in 2017.

76. At the bilateral level, between 2014 and March 2022, the United States directed over USD 4
billion in State and Defense Department-funded security assistance to help reform and modernise
Ukrainian defence institutions for both stronger stand-alone defence, but also to increase
interoperability with US forces. The DOD-funded Ukraine Security Assistance Initiative allocated
significant pre-war attention to building Ukrainian cyber defence and strategic communications to
plug network vulnerabilities and counter Russian disinformation (Arabia, et, al., 2022).

77. When a large-scale cyber attack that struck Ukraine in June 2017 succeeded in shutting
down government offices, banks, and even the postal service, Allies surged even more support to
protect Ukraine’s computer networks. Financial and technical support from the United States and
NATO Allies sought to plug remaining vulnerabilities against determined and sophisticated Russian
attacks (Halpern, 2022). In 2021, the United States military’s Cyber Command deployed ‘hunt
forward’ teams to Ukraine to identify threats to critical networks and assist their Ukrainian
counterparts patch them (Volz, 2022). Assistance continued up to the invasion: as cyber attacks
struck Ukrainian government websites in January in parallel to the troop build-up along Ukraine’s
borders, NATO Allies gave Ukraine access to the Alliance’s malware information-sharing platform;
in early February US Deputy National Security Adviser for Cyber and Emerging Technology, Anne
Neuberger, travelled to Brussels and Warsaw to detail Russian cyber threats with officials from
NATO, the EU, Poland and the Baltic countries; and, only days before Russia’s invasion, the EU
sent a Cyber Rapid Response Team to Ukraine (Halpern, 2022). As Viktor Zhora, deputy head of
Ukraine’s cyber-defence agency noted at a conference in late July, Allied cyber support in the lead-
up to and just after the outbreak of the war “created a huge defensive force for Ukraine and...is
one more reason we can continue to be resilient even during war” (Volz, 2022). Allied and partner
efforts were also greatly assisted in their cyber intelligence by the additional efforts of private
support to Ukraine.
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78. As mentioned above, the public-private sector cooperation has proven essential to timely and
vital cyber defence efforts in the Russia-Ukraine war. Just prior to the invasion on February 24,
Microsoft’'s Threat Intelligence Center north of Seattle detected Russian-directed ‘wiper’ malware
targeting Ukrainian ministries and financial institutions. The malware was quickly taken apart,
named (‘FoxBlade’), and the information on how to patch against passed on quickly to Ukraine’s
cyber defence authorities (Sanger, Barnes, Conger, 2022). After Microsoft executives
communicated with the White House’s deputy national security adviser for cyber and emerging
technologies, the malware code’s details were shared with Allies and partners across Europe to
stymie the potential spread of the virus, which had the potential to have adverse impacts on Allied
forces’ capabilities or impair European banking systems (Sanger, Barnes, Conger, 2022).

79. Cyber experts believe Russia has already deployed the extent of its planned cyber weapons
for its war efforts in Ukraine (Volz, 2022). Microsoft reporting on Russia’s cyber operations
suggest most Russia’s cyber campaigns in the war thus far have focused on stealing
information/battlespace espionage and the coordination of global influence campaigns to support
their war efforts, rather than the incapacitation of networks (Smith, 2022). Early direct missile
strikes on Ukraine’s governmental data centre certainly had an impact, but this was minimised by
Ukraine’s pre-emption of this eventuality by disbursing and distributing the data across multiple
networks both inside and outside the country with partner countries (Smith, 2022). This, coupled
with sustained Allied and partner support, has allowed for the Ukrainian cyber forces to maintain
their critical networks intact for effective continued operations. As such, some experts have
concluded from the Russian experience in Ukraine that cyber attacks are unlikely to turn the tide of
the war (Volz, 2022). Russia continues to not only probe for network vulnerabilities in Ukraine, but
it has also increased its cyber espionage and attacks on Allied and partner nations assisting
Ukraine (Smith, 2022).

80. Experts have noted the war’s impact on Euro-Atlantic cyber cooperation, with some saying
Allies and partners have entered a new era as a result (Volz, 2022). The war has pushed some
Allies and partners to side line some existing technology policy disagreements in favour of
breaking down the barriers to even closer cooperation — making the implementation of collective
cyber security a policy imperative (Volz, 2022). NATO, the EU, and the UN are serving as key
enabling platforms for this development. For example, the United States Cyber Command has
noted it currently has 35 ‘hunt-forward’ operations in 18 Allied countries — including Croatia,
Estonia, Lithuania, Montenegro and the Republic of North Macedonia (Volz, 2022). These US
deployed teams of cyber-defence personnel are often working in parallel on the ground with their
EU and NATO cyber rapid reaction teams. In addition to this, Allies and partners have been
instrumental to recent progress in a United Nations working group focusing on developing
international cyber security standards.

VIII-CONCLUSIONS FOR NATO PARLIAMENTARIANS

81. Understanding the impact of the rapid evolution of the cyber domain is essential for NATO
Parliamentarians. Increased digital dependence across almost every sector of modern life is, in
parallel, also increasing the cyber threat surface and, therefore, potential reach and impact of
cyber attacks. As Allies noted in their 2021 Summit Declaration, “Cyber threats to the security of
the Alliance are complex, destructive, coercive, and becoming ever more frequent” (NATO, 2021).

82. Modern militaries are particularly wired; their forces’ platforms running on ever more

sophisticated software and interdependent for battlefield manoeuvre, understanding, and mission
execution. Efforts to exploit the potential weaknesses in these modern systems have given rise to
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sophisticated cyber warfare effects across most modern nations, as well as the electronic warfare
means to try and thwart them.

83. As the Alliance faces an era of increased competition with assertive and authoritarian
powers, particularly Russia and China, it is clear the cyber domain will be an increasingly
contested domain. While Russia and China seek the ways and means to achieve ‘cyber
sovereignty’, they engage in near constant efforts to compromise Allies’ systems to pilfer
intellectual property and steal state secrets, put critical infrastructure at risk, and subvert and
undermine democratic institutions. They are also building out the cyber effects to ensure they have
the capability to deploy cyber operations in support of a potential broader military struggle in the
future. As such, the risks of weak cyber defences and deficient cyber effects pose potentially
sweeping damages to Allies’ core interests.

84. NATO Allies have recognised this risk and adopted the Cyber Defence Pledge in 2016 to
maintain strong national cyber defence policies a priority for all Allies. The 2021 Comprehensive
Cyber Defence Policy in support of NATO’s three core tasks of collective defence, crisis
management, and cooperative security further reinforced this Alliance-wide commitment to remain
focused on maintaining the most advanced cyber defence capabilities. The impact of NATO’s
cooperative cyber security outreach has been on display in the current Russia-Ukraine war, as
Ukraine’s cyber defences — rebuilt and supported with Allied assistance — have significantly
mitigated the impact of cyber attacks over the course of the war.

85. Sitill, more can and should be done. This report advocates the following key measures:

. Continued and increased investment in the interoperability of Allied cyber
forces. Allies have to expect that cyber conflict — both in warfare and measures short
of warfare — will expand both in volume and intensity in the coming decades. To that
end, the creation of the NATO CyOC in 2018 is a crucial step that was already taken.
Yet, such a unit can only function at maximum efficiency if Allies deepen the pooling of
intelligence and establishing of common practices and methods for the interoperability
of cyber effects. To enhance NATO’s deterrence in cyberspace, more Allies could
publicly state they are ready to delegate their sovereign cyber effects to NATO
operations should such a need arise.

o Extended dialogue with key actors of the private sector. Many crucial nodal points
for data and information flows in cyberspace are under the responsibility of private
actors in the information and communication technologies field. Social network and
other software companies thus often have access to real-time information on cyber
conflict public actors might not have. While staying mindful of existing privacy and
surveillance laws, deepening collaboration with these actors will thus become a key
enabler to a more resilient cyber defence.

o Create the domestic legal frameworks allowing for fast and effective response to
cyber incidents as an Alliance. Cyber incidents bear an increased risk of spreading
beyond borders indiscriminately. NATO and Allied communication could also be
targeted as a whole. It is thus a necessity to bolster the common response of Allies for
cyber incidents — both in the speed and coordination of incident response, as well as in
the subsequent attribution of cyber incidents. Since attribution of cyber attacks is a
political act, strengthening NATO’s role as a platform to do this would enhance the
credibility of the findings.

. Foster more coherent and resilient legal systems regarding cyberspace across
the Alliance. NATO Parliamentarians have a special duty to ensure that their domestic
legal frameworks are well adapted to the new challenges posed by cyber conflict. The
NATO CCDCOE’s Tallinn manual 2.0 on the international law applicable to cyber
operations offers avenues to think about the current international dimensions of cyber
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conflict. Yet, many of these elements should also flow back into the domestic legislative
system — or spark a common debate among Allies — to establish a more coherent line.
Allied Parliamentarians should thus think about how they can foster a better common
understanding of practices such as the buying and exploiting of zero-days for national
security purposes; the legal frameworks around private actors carrying out cyber
effects or the prosecution of cyber criminals abroad that may or may not be tied to
adversary cyber operations.

Continue to engage in extensive cyber cooperation with partners. As this report
highlights, the targeted outreach programmes with Ukraine from 2014 to the present
day proved effective at thwarting significant Russian cyber operations and mitigating
the impact of those that made it through. Working in tandem with international partners,
such as the EU, NATO can multiply the impact of its partnership outreach. Increased
attention to programmes with potentially vulnerable partners such as Georgia and
Moldova, for instance, can help forestall the potential consequences of increased cyber
operations in these nations.

Redouble efforts to sustain Ukraine’s cyber defences. In line with the last
recommendation, Allies must also commit to even more support for Ukraine’s cyber
defence effects as they face a constant barrage of cyber assaults from Russia.
Together with continued financial, diplomatic, humanitarian, and military support,
increased flow of cyber support to Ukraine will go a long way to helping the Ukrainian
people overcome Russia’s savage and unprovoked attack on their sovereignty.
Support the cyber initiatives of the Madrid Summit and Strategic Concept. As the
report makes clear, Allies made bold and important pledges vis-a-vis reaching a new
deterrence and defence baseline at the Madrid Summit. There is no doubt such an
ambition will include significant new funding to continue to adapt NATO Command and
Control structure to cutting edge information age requirements. This means not only
new critical cyber networks and systems, but also the means to defend them. It also
means, however, that all Allies must look more closely at the ways and means to
continue to upgrade and adapt their own national networks and capabilities, as this will
be a key element of the much-needed focus on whole-of-Alliance resilience necessary
to underpin and safeguard the Alliance’s new deterrence and defence posture. NATO
parliamentarians must advocate for these required new investments with their national
governments. They must also remember that higher Alliance and national deterrence
and defence ambitions require enduring political will to sustain them.
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ANNEXES

ANNEX 1: CYBER THREAT ACTORS AND MOTIVATIONS

Figure 1: Cyber threat actors

CYBER THREAT ACTOR MOTIVATION
NATION-STATES [+ vvvvee-- Fr:lz -------- >|  GEOPOLITICAL
CYBERCRIMINALS [ -:----- @ --------- > PROFIT
HACKTIVISTS | eeeeeveees @ -------- > IDEOLOGICAL
TERRORIST GROUPS [ «=vcvvvcns @g --------- > | IDEOLOGICAL VIOLENCE
THRILL-SEEKERS | --+--++-- mﬁj@ ------- >|  SATISFACTION
r h . ' ™
INSIDER THREATS [ «-cvvvvve- =R e > DISCONTENT

(Source : NICyber Security Centre, 2020)

28
REPORT — 015 DSCFC 22 E rev.1 fin


https://www.nytimes.com/2018/08/06/technology/china-generation-blocked-internet.html
https://www.nytimes.com/2018/08/06/technology/china-generation-blocked-internet.html
https://www.imf.org/en/Publications/WP/Issues/2019/01/17/Chinas-Digital-Economy-Opportunities-and-Risks-46459
https://www.imf.org/en/Publications/WP/Issues/2019/01/17/Chinas-Digital-Economy-Opportunities-and-Risks-46459
https://www.nicybersecuritycentre.gov.uk/cyber-threats

ANNEX 2: THE FIVE PILLARS OF OFFENSIVE CYBER CAPABILITY PROLIFERATION

TABLE 1. THE FIVE PILLARS OF OFFENSIVE CYBER CAPABILITY PROLIFERATION

VULNERABILITY
RESEARCH
AND EXPLOIT
DEVELOPMENT

MALWARE
PAYLOAD
DEVELOPMENT

TECHMNICAL
COMMAND AND
CONTROL

OPERATIONAL
MAMNAGEMENT

Definition

Discovered
vulnerabilities, or
disclosure programs
that facilitate the
proliferation of

discovered vulnerabilities

and written exploits

Any malware or tool
written of used by
attackers to conduct
offensive cyber
operations, or any
farum that encourages
or conducts exchange
of malware

Technologies aimed at
supporting offensive
cyber operations,

e.g., bulletproof
hosting, domain name
registration, server side
command-and-control
software, VPN services,
or delivery accounts
involved with the initial
creation of an offensive
cyber operation

Operations
management,
strategic organization
of resources and
teams, initial targeting
decisions, and other
functions that are
required to effectively

manage an organization

that conducts cyber
operations

Government
examples

Chinese intelligence

community vulnerability

research and

exploitation, specifically

within the M55 and its
associated CNNVD

Custom malware
developed by state
teams that is reverse
engineered and
published by malware
analysts

IPs and domains
attributed to state
operations by threat
Intelligence reports

Chain of command

within and organization

of government
intelligence agencies

Criminal
examples

Exploit kits sold on
underground forums

Commercial malware
market

Bulletproof hosting
and other pre-bullet
command-and-
control infrastructure

Criminal outsourcing,
ransomware affiliate
programs

industry
examples

Bug bounty
programs,
vulnerability
disclosures,
Zerodium

Red-team tools
developed and sold
through commaearcial
offerings and
companies; posting
mahware for research
on GitHub

Test servers built
to send phishing
tests against one’s
OWN Companies,
infrastructure used
for penetration
testing services

Delegation of duties
within a red-team
exercise; escalation
policies during an
incident

AaaS examples

NSO Group's use of a
WhatsApp Oday

NSO Group's
Pegasus spyware

Infrastructure used
by Appin Security for
Operation Hangowver

Good Harbor
Consulting's
organizational
management of
LAE DREAD cyber
capabilities

TRAINING AND
SUPPORT

\bbreviations: MS5: China’s Ministn
v Protocol, OCC: aff @ cybe

Training or education
provided on the
offensive cyber
operation process,
expanding the number
of trained professionals
and creating
connections between
them that facilitate the
growth of OCC

LIS Mational Security Agency

of State Security; (

MNSA's National
Cryptologic School
or other government-
sponsored cyber
training program

NMNWD: China's Nat
ipabilities; LAE: Uni

Fraud twiorials,
phishing kits,
customer suppaort
provided within
forums

Vulnerabl

ty Database; A

Kali Linux tutorials
on YouTube.

cyber security
certifications,
conference trainings
and talks

i Resear

(Source: DeSombre et al., 2021)

DarkMatter training
provided to UAE
cyber operators

Service; VPN: virtual private
1 Exploitation and Analysis
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